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学位論文内容の要旨
Inthisthesis,firstly,weproposeapalrlng-basedanonymousIEEE802.lXauthentication
systemuslngaPa汀Ing-basedgroupsignatureschemeforwirelesslocalareanetworks.Secondly,
weproposeapalrlng-basedgroupslgnatureschemewithanefTICientrevocationcheck.Thkdly,we
proposeapalrlng-basedanonymousatributeauthenticationsystem suitableforelectronic
identification.
IntheChapter2,westartthisthesisbyglVlnganoverviewonthemathematicsfundamentals
forpalrlng-basedgroupslgnatureschemesinthisthesis.Thischaptercoverstheintroductionofthe
mathematicssetingsuchasgroups,bilinearmaps,andthebasicconceptofpalrlngS.Then,the
complexityassumptionsandproofsofknowledgeonrepresentationsusedinthisthesisare
ilustrated.
Chapter3explainstheconstructionofapalrmg-basedanonymousIEEE802.1Xauthentication
system.ThemodeloftheVLRgroupslgnatureschemeandthemodifiedVLRgroupslgnature
schemefわrtheanonymousauthe山icationareexposed.Thischapteralsoilustratestheproposed
systemandtheimplementationofanonymousIEEE802.lXauthenticationforwirelessnetworks.
Chapter4givestheconstructionofapalrlng-basedVLRgroupsignatureschemewitheficient
revocationcheck.Thischaptercoversthealgorithmtoachieveane爪Cientrevocationcheckand
showsthemeasurementresultsofthesignlngtimeandtheverificationtime.
Chapter5describestheconstructionoftheanonymousauthenticationsystemwithefficient
proofsofatributesusingaPalrlng-basedaccumulator.lnparticular,thischaptershowsthe
constmctionsystemintheapplicationtoanelectronicidentitycard(eID).
Finaly,Chapter6concludesthisthesistogetherwithsomefutureworks.
論文幸査結果の要旨
Theapplicantproposedtwoanonymousauthenticationsystemswiththeirapplications,andan
improvedschemefortheverifler-localrevocation(VLR)groupsignature.
Firstly,heproposedapalrlng-basedanonymousIEEE802,lX authenticationsystem for
wirelesslocalareanetworks･HedeflnedthemodeloftheVLRgroupslgnaturescheme,and
modifiedVLRgroupslgnatureschemefortheanonymousauthenticationsystem.Then,hedesigned
theprotocolofthissystem,andapplieditforthewirelessnetworkauthenticationsystem･Finaly,
heshowedthepracticalityofthesystemwithupto1,000revokedusers.
Secondly,heimprovedtheVLRgroupslgnatureschemewiththerevocationcheckby
reducingthecomputationcostattheauthenticationservertoverifytheuser.Thisimprovementis
derivedfromtheobservationthattheproductofpairingscanbecomputedfasterthantheseparated
palrmgSbyusmgatechliquecaledmulti-palrlng･Heimplementedthisimprovedscheme,and
showedthattheschemereducedtheverificationtimeby10%fromtheorlglnalVLRscheme,
Thirdly,heconstructedapalrlng-basedanonymousatributeauthenticationsystemsuitablefor
theelectromicidentification.Thissystem providedeficientproofsofatributesuslnga
pairing-basedaccumulator.Heimplementedtheproposedsystemfortheelectronicidentity(eID)
application,andshowedthepracticalityofthesystemwiththetotalprocesslngtimewithina
second.
Fromtheoveralevaluationofthethesis,theapplicanthassatisfiedthequalificationcondition
forthedoctordegreeinEngineerlngfromtheGraduateSchoolofNaturalScienceandTeclmology
atOkayamaUniversity.
